2024/05/18 23:15 1/6 Verify that remote access acl is configured

Table of Contents

Verify that remote access acl is configured ... 3

Technical documentation - https://wiki.netyce.com/



Last update:
2022/04/29 guides:user:compliance:examples:remote_acl https://wiki.netyce.com/doku.php/guides:user:compliance:examples:remote_acl
08:38

https://wiki.netyce.com/ Printed on 2024/05/18 23:15



2024/05/18 23:15 3/6 Verify that remote access acl is configured

Verify that remote access acl is configured

Configuring VTY access control restricts remote access to only those authorized to manage the device
and prevents unauthorized users from accessing the system. Below example helps in validating
remote access acl is configured using NetYCE Compliance module.

Example config

campus01-b02-access01 and campus01-b02-access02 are the two reference devices which we are
using for this example. One has vty acl configuration and other does not.

Below command output gives us the information.

campus01-b02-access01#

How its done

Below are the steps to create new policy. Operate - Compliance - Policies -» New-
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Create Pallcy X
MNarme: Samplel- Verily ACL for remote acoess
Description:
Enabled: Run compliance on config
change:
1 [
Slgnal type: Signal trigger:
Trap From compiiant to non-compliant
] Sysing ! From non-compliant to compliant
] Email ! From non-compliant o non-compliant
LI REST AP L From compiiant to compliant
oo (00 D
1 | ||

Click on the Node Group to select the relevant group of devices to add:

Mode group Tag Scope

=3

Add node group to policy 4

Group tag: v

Name Tag Scop...

R w— - o N
Arisla_EOS Vendor all

Avaya ERS Wendor an

Avaya _VSP Vendor all
BT93812 Client yoe
Buildingl all
buildingl_access yce
Building2 all -

o (0 B
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Rule -» New
Create Rule
Mame: ACL on line vty
Rule type: Configuration w  Vendor:
Severity: Minor w
Description:
) Search based on lines
{® Search based on config blocks
Rule start: Line wty .*
Rule end: :
Edit conditian
Marme: A Type:
Enabled [ Thist alogeal condmon Bl Uines contain reqular expressions
NSt ol «| | Aaccess-class 12 in

Whust nat comtain any
adlditional lines containing:

Cico 105

Close n

ConfigBiock

| Msnch im enact order

Close m
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Report/test results:

Operate » Compliance - Reports - New — Report Name “test” = Report type “Policies” = Policy
Name “Samplel : Verify ACL for remote access” -» Show Report

Report

Policies
Pollcy name

Samplel- Veerify ACL for remote access

4 4 1 {1 » * 250 w | itBMs per page

Compliance checks

Severit...

Hostname Policy Fodn
campus01-b02-access0z Samplel- Verify ACL for remote access | campus01-b0Z-access... =
campus01-b02-accessil Samplel- Verify ACL for remate access | campus01-b02-access...

Compliant?

no

Compliant...
Compliant

Mot compliant

Severity Last change date

2021-01-11 13:24:49

1-1oflitems
Last check date Last change date
2021-01-11 13:24:4%  2021-01-11 13:24:49

2021-01-11 13:24:49 | 2021-00-11 13:24:49

This was a simple example to understand how to implement compliance policy to verify vty acl

configuration.
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